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! Cryptographic Module Ports and Interfaces
¥ Access Control rule : Access Type & Security Condition
v Roles, Services, And Authentication

¢ Identity-based Authentication
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! Finite State Model
¥ Phisical Security
v Tamper Evidence
¢ Tamper Response
® Zeroization

1 Environmental Failure Protection
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! Operational Environment

¥ Unextractable

¥ Extractable

¢ Cryptographic Key Management
® Split Knowledge

" Secret Sharing
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! Electromagnetic Interference/ Electromagnetic Compatibility
¥ Self Tests

¥ Conditional test
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! Design Assurance
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! Mitigation of Other Attacks

¥ Side Channel Attacks
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