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Unit (OU)
o Organizational Organization Unit
Unit (OU)
2 Common Name | Organization Name.Stamp [CeCD.Stamp
(CN)
\ SERIALNUMBER (5 10 o dnlit) Bgi> Lased Lo anlis FAYIVYEY YA -
SSL/TLS 2ls5 Y-Y-¥
Sr. Attribute Value Example
No.
| Country (C) IR IR
\ Organization (O) e IR.GovernmentEf-A{ Sz] A] 2, f»|.dfeGovernment
e Organization Name :E+Aey Sz] A] 2| f» «A€+
e Unaffiliated: ae.dly & jg,m
¥ Organizational Unit | Organization Unit Ministry of
(OU) Commerce
¥ Organizational Unit | Organization Unit Planning and
(OU) economic affairg
Deputy
f Organizational Unit | Organization Unit Deputy Of PKI
(OU)
0 Organizational Unit | Organization Unit
(OU)

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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2 Common Name | Host URL www.Sample.com
(CN)
Code Signing »ls5 f-Y-f
Sr. Attribute Value Example
No.
) Country (C) IR IR
¥ | Organization (O) e IR GovemmentEf-A{ Sz] A] 2, f» AJAARGoGHmMEN
e Organization Name :Sz] A] 2, f» AMATTZ"»Y %73
Eedey
Y Organizational Organization Unit Ministry of
Unit (OU) Commerce
¥ Organizational Organization Unit Iran Center for
Unit (OU) e-Commerce
Developing
A Organizational Organization Unit Deputy Of PKI
Unit (OU)
o Organizational Organization Unit
Unit (OU)
4 Common Name | <Code Signer Organization Name><Optional Number>.CS ICeCD.CS
(CN)
\ SERIALNUMBER (5 i o aulin) JBgis ased Lo aulis FAYIYYEY Q.

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Domain Controller .»ls5 &-Y-¥
Sr. Attribute Value Example
No.
| Country (C) IR IR
Y | Organization ® |R.GovernmentEf-A{ S2] Aj A€t |.R.Government
©) e Organization Name :E-Aey Sz] A] 2 f» «A€1
e Unaffiliated: aculy &9,
Y Organizational | Organization Unit Ministry of
Unit (OU) Commerce
£ Organizational Organization Unit Iran Center for e-
Unit (OU) Commerce
Developing
f Organizational Organization Unit Deputy Of PKI
Unit (OU)
0 Organizational | Organization Unit
Unit (OU)
5 Common Name | Domain Controller Machine Name: DNS server y.domain .com

(CN)

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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P95 s9e o (BleS (5,156l E-E
Ky 35 0 BlS 1-F-F
Sr. Attribute Value
No.
) Country (C) IR
Y Organization I.R. Government
)
Y Organization Root CA
Unit (OU)
f Common Name | IslamicRepublic of Iran Root CA
(CN)
oo 35150 By Y-F-F
Sr. Attribute Value Example
No.
| Country (C) IR IR
\f Organization e |R.Governmentd jZe A Ef-Af{ E¢ Zl»|, TREPVEREN
©) e OrganizatonName ESA€I] A EeAey E4ZI» , YE» EY
Y Organizational | Organization Unit Ministry of
Unit (OU) Commerce
A Organizational | Organization Unit Iran Center for e-
Unit (OU) Commerce
Developing
A Organizational | Organization Unit General CA
Unit (OU)
o Organizational Organization Unit --

WA caibige ol pl (S mSI &l dnwg 35 00 a4 Blaie il cpl (Soime 5 0l Gsi> a5
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Unit (OU)
2 Common Name | [CA Name] [Govermental, External, Private, Dependegnt]  General
(CN) Intermediate [Assurance Level]CA - G[] Govermental
Intermediate Silve
Assurance Level : Bronze | Silver | Gold | Platinum CA-G
G : Hierarchy Generation : SHA Compatibile
G : Hierarchy Generation : SHA Compatibile
2195 s900 351 o 1 diuly sla 2lgS (5,105l 08
plocws s algs 5,050 V-0-F
Sr. Attribute Value Example
No.
) Country (C) IR IR
Y | Organization (O) e |R.Government:£f-A{ Sz] AdHirepe R Sovemment
e Organization Name Sz] AJYVAd"4ZEE X §]
EeAey
Y Organizational Organization Unit Ministry of
Unit (OU) Commerce
f Organizational Organization Unit Iran Center for e-
Unit (OU) Commerce
Developing
¥ Organizational Organization Unit General RA
Unit (OU)
I Organizational Organization Unit --

Unit (OU)

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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4 Common Name | [RA Name]. RA [Optional Number] General. RA
(CN)
\\ | SERIALNUMBER | RAID: [<Z]ad¥A€f§{ A] 2, f» E«A-uEdz< £y vAfHZA.c
OCSP Responder 25 513506 Y-0-F
Sr. No. Attribute Value Example
| Country (C) IR IR
\ Organization (O) e |R.GovemmentEf-A{ Sz] A] a f» ¢JiRe@overnmen
e Organization Name :EeAey Sz] A] 2 |f» cA€F
Y Organizational Unit | Organization Unit Ministry of
(OU) Commerce
i Organizational Unit | Organization Unit Iran Center for
(OU) e-Commerce
Developing
A Organizational Unit | Organization Unit General CA
(OU)
0 Organizational Unit | Organization Unit --
(OU)
4 Common Name | [CA Name] OCSP Responder [Optional Number] General CA
(CN) OCSP
Responder

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Voo . . = <& e
Py yeo 35 0 (BleS (5,105l Y-0-F
Sr. Attribute Value Example
No.

| Country (C) IR IR
v Organization e IR.Government:Sz] A] Af JYA E¢Z»le EFEGOVEMRENt £y ¢

(O) Ef-Af

® Organizaton Name Sz] A] Af°JYA EcZ»e €/£E» , YEP EYE]
EeAey

Y Organizational | Organization Unit Ministry of

Unit (OU) Commerce
i Organizational | Organization Unit Iran Center for e-

Unit (OU) Commerce

Developing

A Organizational | Organization Unit General CA

Unit (OU)
0 Organizational | Organization Unit

Unit (OU)
5 Common Name | [Time Stamping Authority Name] TSA General TSA

(CN)

' Time Stamping Authority

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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(S9Nl s pleS elgil Jsbgy O

Version

Sl sLeudgzge RIS bl V-0

Laal oolsF Jilgy V-1-0

Serial Number

A5l 0y pasie Cuwbie (2l 2 sy

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time cw,b o 0ls5 ,Lielo,g0

Subject Distinguished Name

20,5 oo jlasie V-Y-F o b glais

Subject Public Key Information

\+Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaya#WithRSAEncryption

Extensions

Authority key identifier

c=no* ; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the
binary DER encoding of the Application CA’s

public key information)

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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key usage c=yes* ; digitalSignature, nonRepudiation
Extended key usage Client Authentication () ¥.5.).6.6.Y.Y.Y)

Private key usage period

Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,5 20 Jlake F-V--Y s b gudate

Policy Mapping Not Present
subject Alternative Name Not Present
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

Authority Information Access

igles Slaiiay OCSP SS9 5l Sl 35 50 axlir

c=no; pointer to OCSP Responder

CRL Distribution Points

* C=yes : Critical Extension
* C=no : Non Critical Extension

Version

¢ =no;

29,Ee VYo oY i5e b gudaie (CRL & s oyl
e 008

URL=http://server\.name.com/CertEnroll/caname.crl

ool (Saig Sl Gy (B195 JslBgy Y-V-0

Serial Number

Sl 0y panie Cuwbis (215 0 sy

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaya#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Validity Period

UTC Time ¢ )b jo o165 el o)90

Subject Distinguished Name

208 oojlade (V-Y-F) oo b Gulats

Subject Public Key Information

\-Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Extensions

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(20,5 polade V-Vo-Y i b gudais)

subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

(25,5 2olaae Y-Vo-Y isu b guais)

key usage c=yes; digitalSignature, Key encipherment
Extended key usage c=yes; emailProtection

Netscape Cert Type SMIME

Private key usage period Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,8 20 Jlade F-V--Y oo b udate

Policy Mapping Not Present
subject Alternative Name Subscriber's email addresses : rfcAYYName format
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

Authority Information Access

ioles (Glaiiay OCSP SS9 5l Sl 550 axlir

c=no; pointer to OCSP Responder

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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CRL Distribution Points

¢ =1o0;

29,Ee VYo oY i5u b gdaie (CRL & sy Y
e 008

URL~=http://server\.name.com/CertEnroll/caname.crl

MS SmartCard Logon »le5 flgy Y-1-0

Version

Serial Number

DBl 0y pasie Cawbioe (RIS 2 sy

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time cw,b o 2ls5 ,Lielo,g0

Subject Distinguished Name

20,5 oo jlasie V-Y-F o b glais

Subject Public Key Information

\+Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Extensions

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(25,5 polaie V-V o=V Liso b udato)

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

(25,5 23lade Y-1--V ize b gulais)

key usage

c=yes; digitalSignature

Extended key usage

c=yes;
e Client Authentication (V.¥.£.).0.0.Y.Y.Y)

e Smart Card Logon (A .Y £ £ X1 1.Y-.¥.Y)

Private key usage period

Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,5 20 Jlake F-Ve-Y oo b gudaie

Policy Mapping

Not Present

subject Alternative Name

Other Name: Principal Name= (UPN).

For example: UPN = user\(@name.com
The UPN OtherName OID is : "\.¥.£.0.fA ¥ V) .v- v.x"

The UPN OtherName value: Must be ASN\-encoded
UTFA string

Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

Authority Information Access

igles (Gleiiay OCSP SS9 5l Sl 35 50 axlir

c=no; pointer to OCSP Responder

CRL Distribution Points

¢ =no;

23,l0ia VY-V oY e b gudats (CRL a0 oo yiws o0l
Jle 00,8
URL=http://servery.name.com/CertEnroll/caname.crl

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS




VY 5100

23S (oges adS CElu; sla hls n pelx wiw

Sloilw yo (2lgS L9y F-1-0

Version

Al

Serial Number

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time cw,b o 2ls5 ,Lielo,g0

Subject Distinguished Name

20,8 mojlaie V-Y-F o b gdais

Subject Public Key Information

\+Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaya#WithRSAEncryption

Extensions

Authority key identifier

c=no* ; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

subject key identifier c=no; Octet String (Y- byte SHA-\ hash of the
binary DER encoding of the Application CA’s
public key information)

key usage c=yes* ; digitalSignature, nonRepudiation

Private key usage period

Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,8 20 Jlade F-V--Y oo b gudate

Policy Mapping Not Present
subject Alternative Name Not Present
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Authority Information Access

aled glazy OCSP S5 5 5l Sbe 55 0 ax by

c=no; pointer to OCSP Responder

CRL Distribution Points

Version

¢ =no;

29,Ee VYo oY i5u b gudaie (CRL & s ool
e 008

URL~=http://server).name.com/CertEnroll/caname.crl

Domain Controller 2155 gy 08-1-0

Serial Number

DBl 0y pasie Cawbioe (RIS 2 sy

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time cw,b o 255 ,Liel 0,90

Subject Distinguished Name

20,5 oo jlaie O-Y-F o b glais

Subject Public Key Information

\+Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\YWithRSAEncryption or
shaYa#WithRSAEncryption

Extensions

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(25,5 2olaie V=)oY iso b udais)

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

(25,5 23lade Y-1--V ize b gulais)

key usage

c=yes; Digital Signature, Key Encipherment

Extended key usage

c=no;

o Client Authentication (V.¥.£.1.0.0.Y.Y.Y)
e Server Authentication (V.¥.£.1.0.0.Y.Y))

Private key usage period

Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,5 20 jlake VooV oo b gulate

Policy Mapping

Not Present

subject Alternative Name

c=no; must be contain :

o the globally unique identifier (GUID) of the
domain controller object in the directory

e the Domain Name System (DNS) name

example:

Other Name: \ Y £)fA¥V) Y0\ =ac fbya -faads ad
ffaa ac fcbe b- fa £6 da

DNS Name=server\).Domain.com

Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

Authority Information Access

ioles (Glaiiay OCSP SS9 5l Sl 550 axlir

c=no; pointer to OCSP Responder

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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23S (oges adS CElu; sla hls n pelx wiw

CRL Distribution Points

¢ =1o0;

29,Ee VYo oY i5u b gdaie (CRL & sy Y
e 008
URL=http://servery.name.com/CertEnroll/caname.crl

Certificate Template Name

DomainController

Version

SSL/TLS alg5 klgy £-1-0

Serial Number

Bl 0y pasie Cawbie (RIS 2 sy

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaya#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time cw,b o 2ls5 Lielo,g0

Subject Distinguished Name

20,5 oo jlase Y-Y-F o b glais

Subject Public Key Information

\+Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Extensions

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(25,5 2olaie V=)oY iso b udais)

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

(25,5 2olade Y-V o-Y Liso b Gudaio)

key usage

c=yes; Digital Signature, Key Encipherment

Extended key usage

c=no;
Server Authentication (V.¥.£.1.0.0.Y.Y.)

Client Authentication (\.Y.£.1.0.0.Y.Y.Y)

Private key usage period

Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,5 20 Jlade F-Ve-V o b gdais

Policy Mapping Not Present
subject Alternative Name c=no; dnsName for the server / web page as an
1As string
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

Authority Information Access

aled glazay OCSP SS9 51 Sl 35 0 axbis

c=no; pointer to OCSP Responder

CRL Distribution Points

¢ =no;

29,Ee VYo oY i5e b gudaie (CRL & s oyl
e 008
URL=http://servery.name.com/CertEnroll/caname.crl

Version

CodeSigning 2155 gy V-1-0

Serial Number

DBl 0y pasie Cawbip (RIS 2 sy

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time ¢ )b jo o165 el o)90

Subject Distinguished Name

20,8 oojlaie F-Y-F oo b gulate

Subject Public Key Information

\-Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaya#WithRSAEncryption

Extensions

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(25,5 2olaie V-V oY iso b udais)

subject key identifier c=no; Octet String (Y+ byte SHA-\ hash of the
binary DER encoding of the Application CA’s
public key information)
(25,5 23lade Y-1--V ize b gulais)
key usage c=yes; Digital Signature, nonRepudiation
Extended key usage c=yes; id-kp-codeSigning {\ ¥ £V b OV ¥ ¥}

Private key usage period

Not Present

Certificate policies

c=no; { Certificate Policy OID }
80,5 o0 Jlate F-Ve-V o b gulais

Policy Mapping Not Present
subject Alternative Name Not Present
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Authority Information Access les Slaiy OCSP SS9, 5l Sleo 35 50 axlis

c=no; pointer to OCSP Responder

CRL Distribution Points ¢ = no;

29,Ee VYo oY i5u b gudaie (CRL & s ool
e 008

URL~=http://server).name.com/CertEnroll/caname.crl

P15 3300 150 G2lsT By V-0

Aoy 35 g0 RleS bligy V-Y-0

Version

Serial Number il 8,8 pamie Camb oo (155 ,a Iy

Issuer Signature Algorithm sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name Same as the Subject Distinguished Name.

Validity Period UTC Time cuw b ,o 2l jLael o908

Subject Distinguished Name 208 o oo)laie V-F-F isu b gudeie

Subject Public Key Information Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier Not Present

Subject Unique Identifier Not Present

Issuer Signature sha-\YWithRSAEncryption or
shaYa#WithRSAEncryption

Extensions
Authority key identifier “ Not Present

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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subject key identifier

c¢=no; Octet String (Y- byte SHA-\ hash of

the binary DER encoding of the Application
CA’s public key information)

(20,5 oo (PO, lade Y-V oV o b gulais)

key usage c=yes; digitalSignature, keyCertSign,
cRLSign

Extended key usage Not Present

Private key usage period Not Present

Certificate policies

c=no; { Certificate Policies OID }
20,5 o oo jlake F-V--V o b gdais

Policy Mapping Not Present
subject Alternative Name Not Present
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present

Basic Constraints

c=yes; cA=True; no path length constraint

Name Constraints Not Present
Policy Constraints Not Present
Authority Information Access Not Present
CRL Distribution Points Not Present

Version

o 5150 B1sF Jildgn Y-T-0

Serial Number

DBl 0y pasie Cawbip (RIS 2 sy

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time cw,b o 0ls5 Lielo,g0

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Subject Distinguished Name

20,5 o 2 lase V-F-F o b glais

Subject Public Key Information

Y+ A bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaya#WithRSAEncryption

Extensions

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(255 o0 2laie V=)oY idu b gudaie)

subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

(055 o0 (2lade V=)oY oo b 5udate)

key usage c=yes; digitalSignature, keyCertSign, cRLSign
Extended key usage Not Present
Private key usage period Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,5 20 Jladke F-V-Y e b Gudate

Policy Mapping Not Present
subject Alternative Name Not Present
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present

Basic Constraints

c=yes; CA = True, pathLenConstraints - or \
depending on sub-CA

00,5 020 Hlaie A=V -V oo b gudate

Name Constraints Not Present
Policy Constraints Not Present
Authority Information Access Not Present

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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CRL Distribution Points

¢ =1o0;

29,Ee VYo oY i5u b gdaie (CRL & sy Y
e 008

URL~=http://server\.name.com/CertEnroll/caname.crl

P95y 510 a4y ausly b g5 bligym  Y-0

Version

plcad gl ales blgym V-Y-0

Serial Number

Bl 0y pasie Cawbioe (RIS 2 sy

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time cw,b o 2ls5 Liel 0,90

Subject Distinguished Name

28,5 ooylaie V-0-F oo b gulate

Subject Public Key Information

\+Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Extensions

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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23S (oges adS CElu; sla hls n pelx wiw

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(25,5 2olaie V=)oY Liso b Gudais)

subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

(25,5 polaie Y-V o=V Liso b Gudais)

key usage c=yes; digitalSignature, nonRepudiation
Extended key usage Not Present
Private key usage period Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,5 20 Jlake F-V-Y e b Gudate

Policy Mapping Not Present
subject Alternative Name Not Present
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

Authority Information Access

Not Present

CRL Distribution Points

¢ =no;

23,l0ia VoY oY e b gdate (CRL a0 o jiws o0l
Jle 00,8
URL=http://servery.name.com/CertEnroll/caname.crl

Version

OCSP Responder 215 Jslgy Y-Y-0

Serial Number

DBl 0y pasie Cawbioe (RIS 2 sy

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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23S (oges adS CElu; sla hls n pelx wiw

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time ¢ )b jo o165 el o)90

Subject Distinguished Name

28,5 o2 laie Y-0-F ise b gulais

Subject Public Key Information

\+Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaya#WithRSAEncryption

Extensions

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(25,5 2olaie V=)oY iso b udaie)

subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

(25,5 23lade Y-1--V izo b gulais)

key usage

c=yes; digitalSignature, nonRepudiation

Extended key usage

c=yes; id-kp-OCSPSigning {\ ¥ #1606V Y4}

Private key usage period

Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,8 2o lake F-V--V o b glais

Policy Mapping Not Present
subject Alternative Name Not Present
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Authority Information Access

Not Present

CRL Distribution Points

¢ =no;

23,l0ia VY-V oY e b gdats (CRL a0 o jiws o0l
Jle 00,8
URL=http://servery.name.com/CertEnroll/caname.crl

Sbo) 2o 3150 (BlgS JBlgy Y-Y-0

Version

vy

Serial Number

Bl 0y pasie Cawbioe (RIS 2 sy

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaya#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer

Validity Period

UTC Time cw,b o 2ls5 ,Lielo,g0

Subject Distinguished Name

20,5 2o ,laie Y-0-F s b gulaie

Subject Public Key Information

\+Y¥f or Y- fA bit RSA key modulus, rsaEncryption

Issuer Unique Identifier

Not Present

Subject Unique Identifier

Not Present

Issuer Signature

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Extensions

Authority key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Organization CA’s
public key information)

(25,5 2olaie V=)oY iso b udais)

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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subject key identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

(25,5 23lade Y-1--V izo b gulais)

key usage

c=yes; digitalSignature

Extended key usage

c=yes; id-kp-timestamping {\ ¥ £\ 0 0 Y ¥ A}

Private key usage period

Not Present

Certificate policies

c=no; { Certificate Policy OID }
20,5 20 Jlake TV -V e by udate

Policy Mapping Not Present
subject Alternative Name Not Present
Issuer Alternative Name Not Present
Subject Directory Attributes Not Present
Basic Constraints Not Present
Name Constraints Not Present
Policy Constraints Not Present

Authority Information Access

wles Sluzy OCSP S5g 5 5l Gl 35 10 4zl

c=no; pointer to OCSP Responder

CRL Distribution Points

¢ =no;

29,Ee VYo oY i5u b gudaie (CRL & s oyl
e 008

URL=http://server).name.com/CertEnroll/caname.crl

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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i Jbob sLb 2155 Comd Lligy #

(CRL)

Root CACRL Llgym V-1

Version Vy(y)

Issuer Signature Algorithm sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name Subject Distinguished Name of Issuer
V-F-F oo @ 0gd azzlpe

This Update UTC Time ¢w s ,0 CRL jLzel 0,90
UTC Time; thisUpdate + YAd days * QH[W8SGPPWH -
Next Update thisUpdate + CRL Issuance Frequency + \ day
Revoked certificates list - or more Y-tuple of certificate serial number and

revocation date (in UTC Time)

Issuer Signature sha-\YWithRSAEncryption or
shaYa#WithRSAEncryption

CRL Extensions

CRL Number Integer (Never repeated)

Authority Key Identifier ¢=no; Octet String (Y- byte SHA-\ hash of the
binary DER encoding of the Application root CA’s
public key information)

CRL Entry Extensions

WA caibge olp! (S Sl O jlon arwgs 35 0 4y Glae 51 cpl (soine 5 g0lo §i> alS
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Invalidity Date

Optional

Reason Code

Must be present if one of the following: key
compromise; CA compromise; affiliation changed;
superseded; and cessation of operations. Absent
otherwise.

Version

Sub CA CRL Jslgy Y-

Vy(y)

Issuer Signature Algorithm

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

Issuer Distinguished Name

Subject Distinguished Name of Issuer
Y-F-F oo @ 0gd azzlpe

This Update UTC Time ¢, 3 CRL Lzel 6,90
UTC Time; thisUpdate + v days « QH[W8S GD
Next Update thisUpdate + CRL Issuance Frequency + ¥ hours

Revoked certificates list

- or more Y-tuple of certificate serial number and
revocation date (in UTC Time)

Issuer Signature

sha-\WithRSAEncryption or
shaYa#WithRSAEncryption

CRL Extensions

CRL Number

Integer (Never repeated)

Authority Key Identifier

c=no; Octet String (Y- byte SHA-\ hash of the

binary DER encoding of the Application CA’s
public key information)

CRL Entry Extensions
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Invalidity Date Optional

Reason Code Must be present if one of the following: key
compromise; CA compromise; affiliation changed;
superseded; and cessation of operations. Absent
otherwise.
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OCSP Zuwly g cawlgs o blégp ¥

OCSP cilgs o slasl c OCSP (55%5uils 59 dmii)d g 85,5 cad (20,l0de Laol als . OCSP

=) J5~>_> ] 00 oé)ji RFC vos- 5o OCSP W‘P)Q )L~.>L..: C.sj.w) Oged Mb;u =y ‘)

D23 o Gialed |y [9i8 eges oS Cilu ;0 OCSP colgs o )b

Version Vi(+)

Requester Name b oed 3L 5500

Request List ]l Jlal poe L Jlal consg a5 ola alss cud
] 0 c;wl};)o

Extensions

Nonce “ Random Number
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OCSP fwly Jsligy Y-V

B OCSP CLMJ[) u_AJB ) Jj..\_‘> w00 oo”T RFC YOF- B OCSP C.M.vl.) )l—)}l—ﬁk’ C.i).m.:

Response Status Successful | Malformed Request| internalError]|
Try Later

Response Type id-pkix-ocsp-basic {\ Y # VY0 0 Y fA YV}

Version VA(+)

Responder ID Hash of Responder Public key
Produced At Generalized Time

List of Responses sl b3 o jlge Jold sl oo ks ;o

e Certificate ID

e Certificate Status’'

e thisUpdate

e nextUpdate

Signature Algorithm Sha-\WithRSAEncryption {} ¥ Af+ V1Y¥HFQ )

O} or shaYa#WithRSAEncryption

Signature Present

Certificates Applicable certificates issued to OCSP
Responder

Extensions

Nonce Will be present if nonce extension is present in

the request

Slei &5I,l OCSP #uly ;o CRL Entry 45 by o slo
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